
 

Red Flag Federal Legislation -  
What Must Municipalities Know?  
  
The Red Flag Rule is yet another unfunded federal mandate. The rule was created by the 
Federal Trade Commission to combat identity theft.  Essentially, it applies to all 
organizations that maintain accounts for their consumer customers where the accounts 
are designed to be for multiple transactions – monthly or quarterly billings.  As such, 
municipalities that bill for such things as garbage, water, sewer, or electricity are just such 
organizations that must comply.   
  
So what must be done?   
  
The general requirements are that municipalities that have such accounts must comply 
with the Rule and implement a program that will sufficiently safeguard customer 
information received and maintained by the community. Having a written Identity Theft 
Prevention Program that is designed to detect the early warning signs - “red flags,” - of 
identity theft is the technical requirement of the rule. 
  
A Theft Prevention Program must include policies and procedures for identifying risks or 
suspicious activity and a plan of action setting out how the municipality will respond if a 
“red flag” event occurs. The rule requires organizations to periodically review their 
programs to guard against new risks that may arise.   
  
Finally, those organizations who knowingly fail to comply with the rule are subject to civil 
penalties of up to $2,500 per violation.   
  
If you or your municipal attorney would like a sample of a Theft Prevention Program 
please email your request here. info@municipalconsultant.com 
  
  
This information is provided by Paul S. Nicolosi, JD.  Mr. Nicolosi holds a degree in 
Political Science with an emphasis in business and economics from Loyola University of 
Chicago (1987) and a law degree from Northern Illinois University (1990). Upon 
graduation from law school, Mr. Nicolosi is a partner at his family’s sixty year old law firm 
– Nicolosi & Associates, LLC , and a principal at the firm’s affiliated consulting business - 
The Buckley Companies ,  
  
Nicolosi & Associates represents local communities as their general corporate counsel as 
well as special counsel on financial and economic development issues. The quality of the 
firm’s service and the level of its expertise in municipal law are best described by the 
Testimonials provided by its clients. The members of the firm are regular speakers at the 
Illinois Municipal League, the Illinois Tax Increment Association, and the Illinois 
Treasurers Association, and are published authors on the topics of local government law 
and finance 
  
Advertising Material. This alert has been prepared by Nicolosi & Associates, LLC to provide information on 
recent legal developments of interest to our readers. It is not intended to provide legal advice for a specific 
situation or to create an attorney-client relationship. We would be pleased to provide such legal assistance as 
you require on this and other subjects. Nicolosi’s Lawyers for Local Government® Alert can also be viewed at 
http://wwwnicolosilaw.com.  Nicolosi & Associates, LLC is an Illinois limited liability Company that is governed 
by the Illinois Limited Liability Company Act. The contents of this e-mail message and any attachments are 
intended solely for the addressee(s) named in this message. This communication is intended to be and to 
remain confidential and may be subject to applicable attorney/client and/or work product privileges. If you are 
not the intended recipient of this message, or if this message has been addressed to you in error, please 
immediately alert the sender by reply e-mail and then delete this message and its attachments. Do not deliver, 
distribute or copy this message and/or any attachments and if you are not the intended recipient, do not 
disclose the contents or take any action in reliance upon the information contained in this communication or 
any attachments.  
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